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Edit Report Tools Monitors

D New S3Open Save | p Tnspec
0 Hosts to be Inspected

Compliance  User Defined  Help

Adding Hosts for Inspection

Single Host | Domain \: IP Range : le |

wsop [DERIT-E- %S

P2P Applications (828) | Remote Control (156)

Hardware (90) | Files (163) |

Enter a Host Mame or IP Address to be Inspected

@ Host Mame
1
(O 1P Address

Group Assignment

Select Group: | i~

= Instant Messaging (472) ad

ki @ 123 Flash Chat Server
fjjp 12Planet M Server
- Elg anChitChat
% 3D Online Pool
[0 Abo Sabreen Messenger
i "Q ABS Secure Messenger
w ACEmessage
45 AChat
i @ ActivePager
Q Active Worlds
i AdiRC
o 58 Aerosmith World
A am
5 Air Messenger Client

Ar Messenger LAM Server
@ Air Messenger Pro

Akeni Messenger Client

Object Configuration
Alert on this object if

(® Installed ) Not Installed

Inherit from Parent Group

Object Information

The use of chatting programs might allow
infiltration of viruses and Trojans into the
system. In addition, these programs
could endanger the entire computer
system due to their known weaknesses.

¢ o | & Akeni LAN Messenger
— = B AltME M| All Trade Marks of the mentioned
Hosts exdusion list: A & | i3 products are owned by their producers
Host Name IP Address Last Logged-On User Object Status Details
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Instructions

Activation is reguired in order to use Promisec Spectator.
To do so, please contact your reseller and specify your product ID.
Your reseller will then provide you with a Serial Mumber.

Product Id: | 21-92162-10CCS-162

Serial Mumber

Please enter your 25 Digit Promisec Spectator Serial Mumber
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¥ About Promisec Spectator™ Professional

Promisec Spectator Version: 3.4.0 (Revision 39132)
Promisec Spectator Definitions: 05/02/2008

Product Id: 16-192162-10CC9-B4

Perpetual

Copyright © 2006 by Promisec

Warning: This computer is protected by copyright law and
international treaties. Unauthorized reproduction or distribution
may result in severe dvil and criminal penalties, and will be
prosecuted to the maximum extent possible under the law.
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File Edit Report Tools Monitors Compliance  User Defned  Help

DNew £30pen Save | B Inspect PP Inspectinloop M@ Stop E] E T E iy & | =
0 Hosts to be Inspected Adding Hosts for Inspection P2P Applications (828) |7 Remote Control (158) Hardware (90) | Files (163) |
Single Host | Comain |  Range | Fie | E Instant Messagng (472) | - Obiect Configuration
(8] 123 Flash Chat server i Alert on this object if:
Enter a Host Mame or IP Address to be Inspected ki gj; 12Planet IM Server
.- Bl 2AChitChat (@ Installed () Not Installed

9% 3D Online Pool

(® Host Name - I701 Abo Sabreen Messenger
| *3 ABS Secure Messenger Inherit from Parent Group
F ACEmessage
- &5 AChat
© 1P Address 3 @ ActivePager Object Information )
e @ Active Worlds The use of chatting programs might allow
l——- i E AdiIRC infiltration of viruses and Trojans into the
5 z i 2 i system. In addition, these programs
i Erosmi orl

could endanger the entire computer

a AIM system due to their known weaknesses,
=t Air Messenger Client
Air Messenger LAN Server

2 Air Messenger Pro

Group Assignment

¢ - | > # Akeni LAN Messenger
— — - A AE | Al Trade Marks of the mentioned
Hosts exdusion list: s £ | (¥ products are owned by their producers
Host Name IF Address Last Logged-On User Object Status Details
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File Edit Report Tools Monitors Compliance  User Defned  Help
DNew £30pen Save | B Inspect BB Inspect | Stop E] E T E iy & | =
0 Hosts to be Inspected Adding Hosts for Inspection P2P Applications (828) |7 Remote Control (158) Hardware (90) | Files (163) |
5 P | — | — = Object Configuration
Single Host | Domain | 1P Range | Fie | = | dndenetiessaon b7 & 9
{8 123 Flash Chat Server 0 | Alert on this object ift
Enter a Host Name or IP Address to be Inspected ko 12Planet IM Server
Bl 2a-ChitChat (&) Installed ) Not Installed
% 30 Online Pool
@ Host Name Ep Abo Sabreen Messenger
| *3 ABS Secure Messenger Inherit from Parent Group
F ACEmessage
£ AChat
O 1 Address @ ActivePager Object Information
@ Active Worlds The use of chatting programs might allow
i-—‘ E AdIRC infiltration of viruses and Trojans into the
¥ z system. In addition, these programs
27 Aerosmith World could endanger the entire computer
a AIM system due to their known weaknesses,
Air Messenger Client
Group Assignment Air Messenger LAN Server
Air Messenger Pro
Akeni Messenger Client
g w
" . —l I | e,
= — g AIME 1 Al Trade Marks of the mentioned
Hosts exdusion list: prd £ | products are owned by their producers
Host Name IF Address Last Logged-On User Object Status Details
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File  Edit

[New SJ0pen 8 Save
1Host to be inspected

Report  Tools

Monitars

» Inspect M Inspectinloop ™ °

User Defined  Help

BEam v

Compliance

Adding Hosts for Inspection

ALEX-TEM

<

Hosts exdusion list:

Single Host |Domain | TP Range | Fie |

Enter a Host Mame or IP Address to be Inspected

(®) Host Name

) 1P Address

Group Assignment

Select Group: | b

P2P Applications (828) |_ Remote Contral (156)

Hardware (30) | Files (163) |

=

&

--Hiy 2a-ChitChat

~{9& 30 Orline Pool

= [El Abo Sabreen Messenger
--'fig ABS Secure Messenger
--JF ACEmessage

> @ ActivePager
E) @ Active Worlds

- AdIRC
21 Aerosmith World

:

i AVE

Instant Messaging (472)
{85 123 Flash Chat Server
4l 12Planet IM Server

| AChat

A am

Air Messenger Client

Air Messenger LAN Server
Air Messenger Pro

Akeni Messenger Client
Akeni LAN Messenger

b

Object Configuration
Alert on this object if:

(®) Installed ) Not Installed

Inherit from Parent Group

Object Information

The use of chatting programs might allow
infiltration of viruses and Trojans into the
system, In addition, these programs
could endanger the entire computer
system due to their known weaknesses,

All Trade Marks of the mentioned
products are owned by their producers

Host Name
ALEX-IBM
ALEX-IEM
ALEX-IEM
ALEX-IEM
ALEX-IBM
ALEX-IBM
ALEX-IEM
ALEX-IEM
ALEX-IEM
ALEX-TEM
ALEX-IEM
ALEX-IEM
ALEX-IEM
A1 EV_TRM

P Address

192, 168.

192.168.0
192,168.0
192.168.0
192.168.0
192.168.0
192,168.0
192.168.0
192.168.0
192.163.0
192,168.0
192.168.0
107 168 N

100
.1o00
100
100
.100
100
100
100
100
.100
100
.100

1nn

LastLogged-On ... | Object

ALECIBM \Alex T

ALEX-IBMAlex Windows Messenger
ALEX-IBM\Alex Azureus

ALEX-IEM\Alex Modem

ALEX-IBM\Alex Modem

ALEX-IBM\Alex Mare Than One Network Card
ALEX-IBM\Alex More Than One Network Card
ALEX-IBM\Alex USB Removable Storage
ALEX-IEM\Alex USE Removable Storage
ALEX-IBM\Alex USB Removable Storage
ALEX-IBM\Alex USE Removable Storage
ALEX-IEM\Alex USE Removable Storage
ALEX-IBM\Alex USB Removable Starage

AEY_TRM\Alaw 1187 Dammuahle Storana

Status Details

ce for this item

Installed

Installed

Installed ThinkPad Modem

Installed Bluetooth Modem

Installed

Installed

Installed Apple iPod USB Device

Installed ICS1IC1210 MS USE Device
Installed Generic STORAGE DEVICE USE Device
Installed ICSIIC1210 MMC/SD USE Device
Installed ICSIIC1210  CF USB Device
Installed ICS1IC1210 SM LISB Device
Tretallard SarPick 112 Crimar Micre | 1SR Navica

found, but it is not listed under Add/Remave

Evidence for this item was found, However, it may not be listed under Add/R...

Wireless, Active: Intel{R) PRO/Wireless 3945ABG Network Connection: 192....
Active: Intel{R) PRO/1000 PL Network Connection: 10.,1.0,152 (DHCP)

>

1<

y Successfully inspected 1 host{s) with 0 error{s). For more information, see the event log
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¢ HTML Executive Report - Windows Internet Explorer

=7 C:\Program Files Promisec\Spectator \Report oot xml
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PROMISEC

Details

Inspector ALEX-IBM\Alex
Performed at 14-07-2008 05:42 PM
Results 1 Host with Violation was found

Inspection Summary

Requested Hosts to be Inspected 1
Hosts Inspected Successfully

Hosts with No Response

Hosts with Access Denied

Unknown Devices

Executive Report

Problematic Hosts (1)

Problematic Objects (11)

USB Removable Storage(12)
More Than One Network Card(2)
Modem(2)

Everyone Share(2)

Windows Messenger(1)

Windows XP Service Pack 2(1)
PalmOne(1)

Skype(1

Tunes(1)

Azureus(1)

iPodService(1)
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2 Message Sender

Type the message you would lilke to send to the user:
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"Hi

Send Email Alert

Server : | |
Port : |25 = !
From : || |
To: User Email
ALEX-TBM'alex ALEX-TBM\Alex
Subject : |5ecurity policy violation
Message @
The following Object was found on host "$(Host ~
MName)', =
this is in violation of company policy. please fix the
problem or contact support,
Alertin detail:
Host:  &(IF Address):${Host Name)
User name:  ${User Name)
Object: &(Object)
Status: &(5tatus)
Details: (Details) L=F
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"Hi

Server | |
Port 25 =
From : | |

Subiject - |Security policy violation |

Message :

[The following Object was found on host *${Host Name).
this is in violation of company policy. please fic the
problem or contact support.

Alert in detail:

Host:  %{IP Address):5{Haost Name)
Username:  ${User Name)

Object: $({Object)

Status: 5{5tatus)

Details:  ${Details)

Network Security team
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S ator '
‘Spectator Prgfessional
Alerts report
Report data:
Report date: 03-Apr-08
Total number of hosts: 30
Hosts inspected: 30
No response: o
Unknown hosts: o
Alerts broken down by severity
What you sea here is the breakdown of the
security risks idantified during the inspection
broken down by the severity lavel of the
alart,
Taotal
H Mediom_100.0% EREE g
Toml:  100.0% Total 130
Alerts broken down by host
What you see here is the breakdown of the security risks identified during the inspection brokan down by the severity level of
the alert.
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Spectator Dnofagsional
Executive report
Report data:
Report date: 03-Apr-02
Total number of hosts: 30
Hosts inspected: 30
No response: o
Unknown hosts: o
Inspection summary

‘What you se2 hare are the top risks identified during the inspaction categorized by risk groups and endpoints. The groups and
endpaints shown in thesegraphs pose 2 major security risk to the organizations and need to ba resoheed quickly,

Top 5 Risks Top 10 Endpoints
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"Hi

Spectator D fessional

Inventory report

Report data:

Report date: 03-Apr-08

Total number of hosts: 30

Hosts inspected: 30

No response: o

Unknown hosts: o
Group name: Chatting Group count;
Object name; TOQ Obiect count
Name o5 IpAddress MacAddress
AVI Microsoft Windows XP 192.168.13.13 D0-13-20-11-
LAB-LAPTOP-XP Microsoft Windows XP 192.168.13.16 D0-50-EB-DE
Object name: mIRC Object count
Name 05 IpAddress MacAddress
DIGITURB-F448 Microsoft Windows XP 192.168.13.44 DO-01-80-59-
33
XPSENTRY Microsoft Windows XP 192.168.14.4
Object name: Skype Object count
Name 05 IpAddress MacAddress
LIAT Microsoft Windows XP 192.168.13.4 DO-EQ-4C-CC
DINOC-PORTAE Microsoft Windows XP 192.168.13.14
LE
LAB-LAPTOP-XP Microsoft Windows XP 192.168.13.16 DO-50-EB-DE
Object name: Syndicon Object count
Name 05 IpAddress MacAddress
ISRAEL Microsoft Windows XP 192.168.13.10 DD-13-20-A1
Object name: T-Online Messenger Obiect count
Hame 05 IpAddress MacAddress
DIGITURB-F448 Microsoft Windows XP 192.168.13.44 00-01-80-59-
33
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‘Spectator Drnfessional

Top 10 Endpoints

Endpoint: DINOC-PORTABLE

What you ses hereara the risks found on DINOC-PORTABLE from which groups and how many were found, You can also drill
down into one of the groups.

Total Objects: &

IP Address: 192.168.13.14
MAC Address:

05 bype:

Microsoft Windows XP

Last user:

PROMISEC-DOMAIN\ atammam

B itk 1 thamrg N Bvoryox Shos [ Pemek: el

Endpoint: 56

What you see hare ara the risks found on 56 from which groups and how many were found. ¥ou can also drill down into one
of the groups.

Total Objects: &

IP Address: 192.168.13.24
MAC Address: 00-16-1

05 type:

Microsoft Windows XP

Last user:

PROMISEC-DOMAIN sgelbaum
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