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1 Introduction

Promisec Spectator is a Clientless Endpoint Security Management (CESM) solution that
protects your network without the need to install any invasive client software on any enterprise
PC or Server — no client applications, no thin clients, not even an ActiveX. Promisec Spectator
is a comprehensive non-intrusive solution, addressing a wide variety of threats from a single
console. Only minutes after installation, you can define a baseline security policy, inspect
every PC in the network, generate detailed exception reports, remotely repair problems, and
take a giant step forward to securing your enterprise network and data, from both inside and
out. Promisec Spectator enables you to:

e Continuously monitor the enterprise PCs (applications, devices, processes, start-up
commands, services, toolbars, network shares, suspicious files, and baseline security
policy compliance) without overloading the network, the PCs or your staff;

Detect all deviations from the security policy;

Detect and remotely repair potential security problems;

Ensure the availability of third-party security clients;

Alert administrators of urgent issues and generate exception reports.

2 Requirements

Promisec Spectator inspects remote hosts, reports the findings and remediates the problems. In
order to perform all these actions the user running Promisec Spectator needs to have local
administrative rights for the inspected hosts. Domain administrator rights while not required
will allow more actions with active directory.
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2.1 System Requirements for Promisec Spectator

Windows 2000 / Windows XP Professional / Windows 2003 / Windows Vista
Internet Explorer Version 5.01 or higher

512 MB of memory

1 GB of free disk space (for reports)

1024 x 768 video adapter card

Microsoft .NET 2.0

2.2 Inspected host system requirements
These services are required in order to inspect remote hosts.
e Server service.
e Remote Procedure Call (RPC).
e Remote Registry
e File and Print Sharing
e  Windows Management Instrumentation (WMI) service (only required to stop
processes).

3 Install and license

3.1 Installation

Insert the Promisec Spectator disc into your CD/DVD drive and follow the on-screen
instructions. If the Auto Play option is disabled for the drive, navigate to the drive in Windows
Explorer or "My Computer" and double click on the "setup.exe" file. Promisec Spectator will
install .NET Frameworks 2 if it does not exist on the inspecting machine. Once the installation
is completed, double click on the Promisec Spectator icon to launch the application.

3.2 Obtaining and Entering a Serial Number
When running Promisec Spectator for the first time, you will be asked for a Serial Number.

Instructions

Activation is required in order to use Spectator,

To do so, please contact vour reseller and specify your product 1D,
our reseller will then provide you with a Serial Mumber,

Product Id: 04-132112-1F3C6-72

Setial Mumber

Please enter your 25 Digit Spectator Professional Serial Murmber

[ OF ][ Cancel ]

During the installation process, a Product ID will be displayed. Contact your reseller and
specify the product ID. Your reseller will provide you with a Serial Number. The Serial
Number contains 25 digits and should be entered in the License after you click OK, Promisec
Spectator will be activated and can be used. You can also enter the Serial Number by choosing
Enter Serial Number from the Help menu.
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4 Running Promisec Spectator for the First Time

4.1 Selecting which hosts to inspect
Before you can begin the inspection, you need to select which hosts to inspect.

4.1.1 Selecting a Single Host
To select hosts individually:
1. In the Single Host tab, enter the host’s name or its IP address.
2. Click Add.
The host you have selected is displayed under Hosts to be Inspected.

4.1.2 Selecting a Domain
To select hosts by domain:
1. In the Domain tab, enter the domain name from which to select the hosts and click
Show OUs.
A list of Organization Units (OUs) is displayed.

# Add Specific OU (3=
Select Cne of the Following CUs

= 148 PROMISEC-DOMAIN
[:I Computers
D DOMAIN COMTROLLERS
+-[] ISRAEL

[ Drynarmic Imnport ] [ Import Hosts ] [ Close

Figure 1- Selecting Domain

2. Select an OU to inspect and click on:
e Import Hosts - will import the hosts currently in the OU to the list of hosts to be
inspected, or
¢ Dynamic Import - will import the hosts in the OU to the list of hosts to be
inspected immediately before each inspection. This ensures that only hosts in the
OU at the time of inspection are included in the inspection and not hosts that belong
to the OU but are not currently connected.
The hosts in the specified OU are displayed in the selection box.
3. Select the hosts to be inspected in the Adding Hosts for Inspection box and click Add.
The hosts you have selected are displayed under Hosts to be Inspected in the far left
window.
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4.1.3 Selecting Hosts from a Text File
To select specific hosts listed in a text file, proceed as follows:
1. In the File tab, enter the name of a text file (or click Browse to find the file).
Each line in the file should specify one of the following:
e the name of one host only, or
e the IP address of one host only, or
e the entire class C segment (for example: 192.168.1.0/24)
The hosts listed in the file are displayed in the selection box.
2. Select the hosts to be inspected and click Add.
The hosts you have selected will be displayed under Hosts to be Inspected in the far
left window.

4.1.4 Selecting Hosts based on IP address Range

1. In the IP Range tab, enter a range of IP addresses and click Show IP List.
The hosts in the range of IP addresses are displayed in the selection box. Note that the
list is simply a list of IP addresses in the specified range. There may or may not be
actual hosts with these addresses in the network.

2. Select the hosts to be inspected and click Add.
The hosts you have selected are displayed under Hosts to be inspected in the far left
window.

4.2 Configuring the inspection

The inspection is broken down into three major components Black list, White list (monitors)
and hardware prevention. In this guide, we are going to focus on the tests that provide the
quickest results with the least setup. If you want to read more about the other components
please refer to Promisec Spectator user guide (located on the CD) or the built in help.

4.2.1 Inspection set up
The black list checks for applications or objects that should not be installed, the exceptions are
service packs and antivirus that needs to be installed. The radio buttons to the top right
determine if you want to be notified if the application is installed or not.
The monitors work by creating a baseline of your organization and check inspected hosts
against the baseline. Hardware prevention works by enforcing hardware prevention policy
across the organization.
For best results, we suggest you enable the following:
1. Check if anyone is running messaging or P2P file sharing software. You should also
enabled remote control to see if anyone has deployed rogue remote control applications
in your organization.
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Figure 2 - Black list database

2. Open required software under compliance group and check that Antivirus software is
installed and running on all the endpoints. Unlike other tests in the black list, for
Antivirus we want to be notified when it is not installed, so the "not installed" radio
button is marked by default.

Personal Firewalls (24) Anik Wirus (47) Service Packs (211 .
= - - | - Object Configuration
..
B2 flert on this object F:
=
0} Installed Hat Installed
= :
B
=] Inherit from Parent Group
E}
= Object Information
& Fromisec verifies that all scanned
= stations and servars are installed with an
. Anti-virus program.
K
1.3
K
1.3
K
.3
=
@
[ “irus Scan Enterprise
[ Total Protection
=
i Fa All Trade Marks of the mentioned
By Mo ~ | products are owned by their producers

Figure 3 - Enabling anti-virus inspection

3. In order to disable the tabs not needed for the current inspection, right click on the tab

and select disable:
17 Files (163}

, Disable

Figure 4 - Disabling tabs
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4. Check the update date for the Antivirus definitions

¥ Advanced Dptions E‘E‘EI
Performance | Additional Information | System Utiities | Repalr || Matfication | Check Point™ Integration | IBM® Integration

D. wWhen a host Fails ko respond within a Few seconds, Spectator can stil translate its hostname ko an
IP address and vice versa, Checking this option may slow down the Inspection process by a few
seconds For each host,

[[] Translate hostname to IF address and vice versa

m Spectator has the ability to retrieve information about the last user who logged on ko an Inspected
host. The information contains the full username and its complete path within the directory,
hecking this option may slow down the Inspection process by a few seconds For each host, IF this
optian is not checked, Spactator wil retrisve only the ussrname.

[] Retrieve information about the last logged on user

g This Feature instructs Spectator to verify that a host's Anti-virus is up to date.

New Anti virus definitions have a maximum number of days that they remain effective which must be set.
Spectator will identify if the definitions hawe not been updated and are older than the number of days previously
set.

Enable Anti-Virus definitions date validation,

Alert if Anti-virus definitions are older than |3 & days.

l O ] [ Cancel ]

Figure 5 — Additional information advanced options

5. Under Files category, enable the video parent group. By default, this will only check
for recently used files, you can changes this under advanced options to inspect the
entire hard disk of each endpoint. Please note, however, inspecting the entire hard disk
will take significantly longer to inspect than just the recent file history.

P2P Applications (582) Remote Contral (1701 Hardware (107} Files (163) User Defined (2)
|~ Object Configuration

Alert on this object if:

(® Installed () Mot Installed

Inherit From Parent Sroup

Chiject Infarmation

‘Wideo files are heavy load on the hard
disks, and bound to contain viruses and
thereby pose a threat to the entire
computer syskem of a company.,

MPEG1

MPEGZ

MPEG#H

MPG All Trade Marks of the mentioned
WPy v products are owned by their producers

Figure 6 - Enabling video files inspection
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4.2.2 Setting up the inspection performance
Under tools = advanced options = performance you can determine the inspection speed and
overall performance.
1. Enable the ping option; this will check if the computers are operational and connected
before beginning the inspection.
2. Next, configure the speed of inspection. If you are inspecting inside the LAN move the
slider to “High Speed Level" otherwise set it a somewhere in the middle.
3. Leave the inspection timeout on the default level, this will determine how much time to

allocate for each host inspection.
¥ advanced Options =1l =]

Performance |Additional Information I System Ltilities I Repair I Matification I Check Paint™ Integration | IEME Integration

In order ko decrease the Inspection kime, Spectator will "ping" all Inspected hosts before
performing any Inspection. You may choose the number of "pings" Spectator sends in order to
decide whether the host is alive.

¥ Petform a PING check before Inspection

Fe

Ahaort after |3 tries Timeout: [312 ¥ Ms,

‘¥ou can set the interval between Inspections. This option is applicable when perfarming a cyclic
Inspection.

Interval |15 IMinute = l

“ ,‘ ¥ou can choose the speed of the Inspection process by moving the bar. The speed should be in
correlation with the network's characteristics.

Slow ) ) i .J | Fast Scan Timeout  |120 i Sec.

Recommended value: 120 seconds,
High Speed Level

(014 | Cancel |

Figure 7 - Performance advanced options

4.3 Running the inspection

1. Start the inspection by pressing "Inspect"
P Inspect Mk Inspectinloop M

2. After results will start to show, choose to filter " out rows with no response, no
findings and unknown reason. The rows with Access denied are important because they
indicate places where the Administrator user does not have privileges and should be
investigated.

ﬂ = B 8, he =

Hide Mo Response Rows

Hide Mo Findings Fows
Hide Access Denied Rows

Hide Unknown Reason Rows

Hide all of the Abowe

Figure 8 - Filtering results
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3. After filtering the no response results generate a HTML report, see section 4.4.2.

4.4 Inspection results
There are two ways to view the results of the inspection, either the built in report or in a HTML
executive report.

4.4.1 Real time view
Promisec Spectator displays the results of the inspection in real time in the report section of the
user interface.

| Host Mame IP Address Last Logged-On User Object Status Details -]
| FOR-PORTABLE 192,165.1.16 Cannot Connect to Host Access Denied

| AMIR-NEW 192,168.1.36 Cannot Connect ta Host DN Problem Real computer name: RAN-TESTINGI

| AvaSTPRO 192 168.1.52 Cannot Connect bo Host DS Problem Real computer name; DEY-WORKSTATION

| BITDEF72 192.168.1.17 Cannat Cannect o Host DN Problem Real computer name: ROL

| BITDEFEMDERTZ 152.168.1.19 Cannot Connect ta Host DRSS Problem Real computer name: SARIT-XP2

| FORRONIZ 192.165.1.13 Cannot Connect bo Host DN Problem Real computer name: ISRAEL

| RAN-TESTINGL 192, 168.1.36 PROMISEC-DOMAIN tamer| Q0 Installed Evidence for 1wias Found, but it is nat Il

| RAH-TESTINGL 192.165.1.36 PROMISEC-DOMAIN tomer| Siw[-e Installed Evidence for m was Found, it is not Ii.,.,
JARAN-TESTINGL 1 68.1.36 PROMISEC-DOMAIN tomer| Windows Messenger Installed vidence fi 1 was Found. However, it ...

m wwas Found, but itis nat Il...

| RAN-TESTINGL 192.168.1.36 PROMISEC-DOMAINYbomer| Yahoo Messenger Installed Evidence For this

| RAN-TESTINGL 192,168.1.36 PROMISEC-DOMATNtamer| BitToerent+-+ Installed

| RAN-TESTINGL 192.168.1.36 PROMISEC-DOMAINtamerl etule Installed "C:iProgram Files\BearFixibearfix.exe” -noins...
152.168.1.36 PROMISEC-DOMATN tomer| ReverseConnact Installed Evidence for this item was Found, but it is not ...
192.168.1.36 PROMISEC-DOMAIN tomer| GaToMyPC Installed Evidence for this tem was Found. However, i
192,1658.1.36 PROMISEC-DOMAIN omer| SMP Installed Evidence for m was Found, However, It ... 3
o2 121 2 OOAMISE DM AT e | slahE Tt e i ez Fouy

Figure 9 - Viewing results

By right clicking on any of the findings, you can drill down to get more information and
perform remedial action. You can also expand the results.

[B]j==NENA

Figure 10 - Expanding report

442 HTML Executive Report
The HTML Executive Report shows the results in a more accessible way, summarizing the
results. *The HTML Executive Report will be opened in a new browser window.

yil HTML Report

Figure 11 - HTML report

Once the HTML Executive Report is opened, (you might need to allow blocked content in
order to show the entire report).
The HTML Executive Report is broken down into several parts:
1. Inspection summary giving you a brief view of the results.
Graphs showing the breakdown of problematic hosts Vs hosts with no findings, and the
top 10 hosts with the most violations.
3. “Problematic hosts” lists the hosts and their violations; you can use this to drill down
into specific hosts.
4. “Problematic objects” displays the security risks and allows you to focus on specific
ones.
4.4.3 Reporting engine
The reporting engine gives you the option to generate reports focused on different aspects of
the inspection.
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W |_i N |
s F|Dpen acknowledge Iistl

Figure 12 — Opening report engine
The report engine opens a list of reports you can pick from, by default select current report to

generate a report using the results of the current inspection.

3 Reports Engine

Step 1: Select a report kemplate:

Reports Engine

QEndpDint report-table-ex.rpt
aEndpDint report-table.rpt
BExecutlve repark.rpk
@Inventory‘rpt e
<

Step 2: Select a data source:

@ Current Report
) From File:

Cancel

Figure 13 - Reports engine

You can later export the reports to a PDF file easily.

Export Report |

Fingre 14 i*l_xporting report
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